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THE TOTAL ECONOMIC IMPACT™ OF KUDELSKI SECURITY

Kudelski Security engaged Forrester to conduct a Total Economic
Impact™ (TEI) study and examine the potential ROl enterprises
gain by deploying Kudelski Security MDR.

Through customer interviews and data aggregation, Forrester
concluded that has the following
quantifiable three-year financial impact and security benefits.

An organization suffers an average of 2.5 breaches per year. 680/
The average cost of a major incident is $654,846'. (o]

Reduction in time
If you’re also looking to get value from your to detect, investigate,
MDR security provider, TP

(ll Summary of Financial Benefits
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$3.9M $13.5M $4.5M $458k

SOC team cost Value from improved Value of time saved in Gains from improved
avoidance detection capabilities detection, investigation, audit compliance
remediation, response
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Improved ROI Net present value Time to payback
(NPV), three year,
risk adjusted
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Security employees HR free to focus on No need to invest in
free to focus on recruiting specialists, SOC resources to
high-value tasks not generalists obtain like-for-like

24/7 capabilities

3 Summary of Security Benefits
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Detect incidents in Get clear updates on Reduce exposure to
minutes (max. 1 hour) investigations and significant threats
vs days actionable insight for
remediation

Voice of the Customer

Kudelski sees a lot more
technical issues and a lot more
things that are done the right
way or the wrong way [than us]
and can provide actual feedback
based on their experience with
mMany customers.”

Honestly, we view it more like a

partnership than a vendor. They

are part of our team, part of our
organization.”

Before it would take us days, now
it takes minutes or maximum 1
hour to detect incidents. Our
detection capabilities are now
much better than before MDR.

NOTE - Research based on research with four Kudelski This document is an abridged version of a case study
Security clients in manufacturing, consumer packaged commissioned by Kudelski Security titled: The Total
goods, oil and gas, and financial services. The clients Economic Impact™ of Kudelski Security Managed
had some internal SOC capabilities. The representative Detection and Response (MDR), December 2023
interviews and financial analysis found that a

composite organization experiences benefits of $22.39M

over three years versus costs of $6.41M, adding up to a

net present value (NPV) of $15.98M and an ROI of 249%.

Source: “Forrester Consulting Cost of a Cybersecurity Breach Survey,” Q4 2020.

Kudelski Security, a division of the Kudelski Group (SIX: KUD.S), is an innovative, independent provider of
tailored cybersecurity solutions to enterprises and public sector institutions. Kudelski Security is headquartered
in Cheseaux-sur-Lausanne, Switzerland, and Phoenix, Arizona, with operations in countries around the world.
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